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Hupexrop 'bOY OOUI c.YUysamickoe YpmeTsen Antunos C.H

HNHCTPYKIUSA IO OPraHU3aIUY AHTUBUPYCHOM 3a1uTe NHPOPMAIMOHHBIX CHCTEM
IEePCOHAJIbHBIX JaHHBIX

1. OOIHe mMOJIOKEeHUA

Ilenpto  co3maHMsi CUCTEMbl AHTUBHUPYCHOM  3alllUThl  sIBiIsETCS  oOecrieyeHue
3alMIEHHOCTH MH(POPMALMOHHO-KOMMYHUKaMoHHON cucteMsl (nanee KC) ot Bo3aelicTBus
Pa3siiM4HOro poaa BPCAOHOCHBIX IIPpOrpaMM MW HCECAHKIHOHHUPOBAHHLIX MACCOBBIX ITOYTOBBIX
pacChUIOK, MPEeNOTBpAIEHUs] UX BHEJAPEHUS B HH(POPMALMOHHBIE CHUCTEMbI, BBISBICHHUS U
0e30I1aCHOrO yJaJIeHUs M3 CUCTEM B Cilydae IONAaJaHMs, a Takxke (uUiIbTpaluu [OCTyma
MOJIB30BATEIC YUpexKIEeHHs K HENpPOAYKTUBHBIM VHTepHET-pecypcaM M KOHTPOIA HX
AJIEKTPOHHOM ITEPEIUCKH.

OcHoBorosararoliuMu TpeOOBaHUSAMU K CUCTEME aHTUBUPYCHOW 3aLUThl Y UPEkKICHUS SBIIAIOTCS:

e pelIeHHE 3aJaud aHTUBUPYCHOM 3allUTHl JOJDKHO OCYLIECTBISATHCS B OOLIEM BHJIE.
CpencTBo 3amuThl HE JODKHO OKa3bIBaTh MPOTHBOJEHCTBUE KOHKPETHOMY BHPYCY WIH
rpynmne BHUPYCOB, INPOTHUBOAECWCTBUE IOHKHO OKa3bIBaTbCsl B IPEANOIOKEHHUSIX, 4TO
BUPYC MOXET ObITh 3aHECEH Ha KOMIIBIOTEP U O BUpYCe (O ero CTpyKType (B YaCTHOCTH,
CUTHATYpE) U BO3MOXHBIX JIEWCTBUSAX) HUYETO HE U3BECTHO;

e pElIeHHE 3alayd AaHTUBUPYCHOM 3alllUThl JIOJDKHO OCYLIECTBIISITBCSI B PEAIBHOM
BpPEMEHH.

e MeponpusTus, HallpaBJICHHBIE HA PEILICHUE 3a]a4 110 aHTUBUPYCHON 3allUTE:

YCTaHOBKA TOJIBKO ITUIIEH3WPOBAHHOTO MPOrpaMMHOr0 obOecreueHus: o OecruiaTHOe
AHTUBUPYCHOE MPOTpaMMHOE oOecrieueHre, Uayliee B KOMIUIEKTE ¢ MOAJMHHON ONeparmoOHHON
cucremoit (tuma Microsoft Security Essentials (cetb qo 10 pabouux cranumii) uinm Microsoft
Forefront Endpoint Protection (cets Gonee 10 pabouunx craHIuii)), MOJACPKUBAIOIIECE PaObOTY C
M10JIb30BATEIBCKUMU TPOPUIISIMH.

e peryisipHoe OOHOBJIEHHE M €XKeIHEBHbIe MPO(UIAKTUUECKHE MPOBEPKU (MKEIaTelIbHO B
Hepabouee HOYHOE BpeMsi);

e HENPEpPHIBHBIM KOHTPOJb HaJl BCEMHU BO3MOXXHBIMH MYTSIMH IPOHUKHOBEHHUS
BPEIOHOCHBIX MPOrpaMM, MOHUTOPHHI aHTHBHPYCHOW O€30MacHOCTH U OOHapyXKeHue
JECTPYKTUBHOM aKTUBHOCTH BPEIOHOCHBIX Iporpamm Ha Bcex o0bekTax UKC;

e ©KEIAHEBHBIM aHAIN3, PAaH)XMPOBAaHUE M IPEAOTBPAILEHUE YIPO3 PaCHpOCTPAHEHUS U
BO3/ICHCTBUS BPEIOHOCHBIX MPOTPAMM ITYTEM BBISBICHUS YA3BUMOCTEH HCIOIB3YEMOTO
B HKC omnepannoHHOr0o mnporpaMMHOro OO0ECleYeHUusI U CeTEeBBIX YCTPOWCTB U
yCTpaHEHUs] OOHAPYKEHHBIX Je()EeKTOB B COOTBETCTBUM C JaHHBIMU IIOCTaBIIMKA
OPOTPAaMMHOTO  OOECTEYeHUsT U JPYTUX  CHCHHUAIM3HPOBAHHBIX  AKCHEPTHBIX
AHTHUBHUPYCHBIX CITYXkKO.

e MpOBeACHUE MPOPHIAKTHYECKUX MEPOINPHUATUH MO MPEJOTBPALICHUIO M OTPAaHUYCHHIO
BHUPYCHBIX JIMUJEMHM, BKIIOYAOIINUX 3arpy3Ky M pa3BEPThIBAHUE CICLMAIBHBIX MTPaBUII
HeUTpanu3auuu (OTPaXEHUIO, M30JSIIMM M JIMKBHJIALMU) BPEAOHOCHBIX IPOrpaMM Ha
OCHOBE PEKOMEHJAllUi 110 KOHTPOJIIO aTakK, MOATOTaBIMBAEMBIX Pa3pabOTUNKOM CPEICTB



3alIUTHl OT BPEJAOHOCHBIX MPOTpaMM U JIPYTUMU CHEHHATM3UPOBAHHBIMU SKCIEPTHBIMU
AHTUBHPYCHBIMH CITY’)kOaMH J10 TOro, Kak OyayT BBINYIIEHBI (aliabl HCIpPaBICHUH,
MIPU3HAKOB U aHTUBUPYCHBIX CUTHATYP.

e TIPOBEJICHHUE PETYJSAPHBIX MPOBEPOK IIEIOCTHOCTH KPUTHYECKH BaXKHBIX HPOrpaMM U
MaHHBIX. Hamuuwe numHUX QaillioB W CIeI0B HECAaHKIIMOHUPOBAHHOTO BHECCHUS
W3MEHEHUH JOJHKHO OBITh 3aPETUCTPUPOBAHO B JKypHAJIC U PACCIICIOBAHO;

e BHCIIHWE HOCUTETU WH(OPMAIIUU HEU3BECTHOTO MTPOUCXOXKIACHUS CIIEAYeT MPOBEPAThH Ha
HaJIM4Ke BUPYCOB J0 UX MCIIOJIb30BaHUS;

e HEOOXOJMMO CTPOTO MPUACPKUBATHCS YCTAHOBIICHHBIX MPOLEAYpP MO YBEIOMIICHHIO O
CiIy4asx MOpaKCHUs aBTOMATH3WPOBAHHOW MH(OPMAIMOHHON cpeabl KOMIBIOTEPHBIMU
BUpYCaMU U MPUHITHIO MEP MO JUKBUAAIMH MOCAEACTBUN OT UX TPOHUKHOBEHUS;

e CIEIYeT UMETh IUIaHbI oOecrieueHus OecriepeOoitHOM paboThl YUpekIeHUs JUIsl CITydacB
BUPYCHOTO 3apaXXeHHWs, B TOM 4YHCJIE IUIAHBI PE3EPBHOTO KOIMHUPOBAHUS BCEX
HEOOXOAMMBIX JTaHHBIX U MPOrPAMM M MX BOCCTAHOBJICHHS. DTH MEPbhl 0OCOOCHHO Ba)KHBI
JUTSL CeTEBBIX (DAiJIOBBIX CEPBEPOB, IMOJICPKUBAIOIINX OOJBIIOE KOJUICCTBO PabOUMX
CTaHIIUH.

TexHomornueckue HHCTPYKIUH

1.1. B yupexaeHun Ha3HAuYE€HO OTBETCTBEHHOE JIUIIO, OTBETCTBEHHOE 32 aHTUBUPYCHYIO 3aILUTY,
B JIOJDKHOCTHBIE MHCTPYKIMHU JUISI KOTOPOTO BXOZAT IMOPSAOK JEUCTBUSA B NEPUOJ BUPYCHBIX
SMUJEMUNA, TOPANOK ACHUCTBUN NpPH BO3HUKHOBEHHWM BHEIUTATHBIX CUTYallMil, CBSI3aHHBIX C
paboTOCIIOCOOHOCTRIO CPEJICTB AHTUBUPYCHOM 3aIUTHI, TOPSAOK ICHCTBHM JUIsl YCTpaHCHUS
MOCJIEJICTBUI 3apa>KeHUH .

1.2.B Y‘-Ipe)KI[eHI/II/I MOKET UCIIOJB30BATHCA TOJIBKO JIMIICH3UOHHOC aHTUBUPYCHOC MPOrpaMMHOC
obecneueHue 1100 CBO6OHHO'paCHp00TpaH§IeMOG IMporpaMmMHOC obOecrnieucHuUe.

1.3. OO6s3aTeNnbHOMY AHTUBHPYCHOMY KOHTPOJIIO TOMJIEKHUT Ntobas uHpopmanus (TEKCTOBBIE
daiiner 100X (popmaToB, (Al JAaHHBIX, HCIOIHSEMbIE (aMIbI, TTOYTOBBIE COOOIIEHU),
noilyyaeMass W TepefaBaeMasl IO TENEKOMMYHHKAI[MOHHBIM KaHallaM CBSI3H, a TaKxke
uH(pOpMAIIUs, HAXOJAIIAsICs Ha CHEMHBIX HOCHTEISX (MAarHUTHBIX Auckax, JieHTax, CD-ROM,
DVD, flash-nakonurensax u 1.1.). KoHTpoab ucxomasiieii nHGOpMaIK HEOOXOIUMO POBOIUTH
HEIMOCPEICTBEHHO Tepe]] apXUBUPOBAHUEM U OTIPABKOH (3aMMHUCHhIO0 HA CHEMHBIM HOCUTEIND ).

1.4. @ainpl, momeniaeMble B 3JEKTPOHHBIM apXuB, JOJDKHBI B 00S3aTEIbHOM TMOPSAKE
IIPOXOAUTH AHTUBUPYCHBIN KOHTPOIIb.

2. TpeGoBaHusi K NPOBEACHUIO MEPONIPUATHI 110 AHTUBHPYCHOI 3a1UTe

2.1. B Hagane pa®oThl MpH 3arpy3Ke KOMIbIOTEPA B aBTOMATUYECKOM PEKUME JOHKHO
BBINOJIHATHCS] OOHOBJIEHUE aHTUBUPYCHBIX 0a3 U CEPBEPOB.

2.2. HCpI/IO,Z[I/I‘-ICCKI/Ie MIPOBEPKU BJICKTPOHHBIX aPXHUBOB HOJIKHBI ITPOBOAUTHCA HE PCIKE
OIHOTO pas3a B HCHACIIO, NAHHBIC, PACIIOJIOKCHHBIC Ha pa60q1/1x CTaHIUAX IIOJIb30BaTEICH —
CXKCIHCBHO, B HOYHOC BPEM IO paCIIMCaHUIO.

2.3. BHeouepenHoOW aHTUBUPYCHBIM KOHTPOJb BCEX TUCKOB M (haljIOB MEPCOHAIBLHOTO
KOMITBIOTCPA JOJI?KCH BBITIOJIHATCA:



2.3.1. HemocpencTBeHHO TOCE YCTAaHOBKH (M3MEHEHUs) MPOTPAMMHOI0 OOecreueHUs
KOMIThIOTEpA JOJDKHA OBITH BBIMIOJIHEHA aHTHBHPYCHAS MPOBEPKa Ha CEpBEpax M MEPCOHATBHBIX
KOMIIBIOTEPAX YUPEKICHHUS.

2.3.2. Ilpu BO3HUKHOBEHHMHM IIOJO3PEHHUS HAa HaJIMYME KOMIIBIOTEPHOTO BHpyca
(HeTunHuHasi paboTa MporpaMm, MOsABICHHUE IpaUUECKUX U 3BYKOBBIX 3(P(PEKTOB, UCKAKEHUN
JAHHBIX, poTaganue GaiaoB, 4acToe MOSABICHUE COOOIICHUH O CHCTEMHBIX OMMOKAX H T.I1.).

2.3.3. Ilpu oTnpaBKe U MOJIyYEHUU JIEKTPOHHOM MOYTHI ONEPATOp 3JIEKTPOHHOM MOYTHI
00513aH IPOBEPHUTH JIEKTPOHHBIE MICbMA U MX BJIOXKCHUS Ha HAJTMYHE BUPYCOB.

2.4. B ciayyae oOHapyKeHHsI 3apa’KEHHBIX BUpycaMu (DaiijioB WM 3IEKTPOHHBIX IHCEM
MOJIb30BATEIH 00SI3aHbI:

2.4.1. IlpuocTaHOBUTH PadOTY.

2.4.2. HemesIeHHO TOCTaBUTh B HW3BECTHOCTh O (pakTe OOHApPYXKCHHS 3aparKEHHBIX
BUPYCOM (hailJIOB OTBETCTBEHHOTO 3a O0OECIECUYCHHE AHTUBHUPYCHOW 3aIlUThl ( B CiIydae €ro
OTCYTCTBUS — IUPEKTOPA) Y UPEKICHHSL.

2.4.3. CoBMecTHO C BIaJeNblleM 3apaK€HHBIX BHpPYCOM (DaiiIoB MPOBECTH aHAIU3
HEOOXOUMOCTH AaNbHEHIIIETO UX UCIIOIb30BAHMUSL.

2.4.4. [IpoBecTH JICYCHHE WA YHUYTOXKECHUE 3apaKEHHBIX (PaiiiIoB.
3. OTBeTCTBEHHOCTDH

3.1. OTBETCTBEHHOCTH 3a OPraHU3ALNI0 AHTUBUPYCHOM 3alllUThl BO3JIaracTcs Ha yUUTEIs
unpopmaruku 1 UKT Antunoy Jluauro [letpoBHy

3.2. OTBETCTBEHHOCTb 3a IPOBENECHUE MEPOIPHUATHI aHTUBUPYCHOIO KOHTPOJS B
VYupexnenuu Bosnaraercd Ha yuurtens uHdopmaruku u UKT Antunosy Jluauio IletpoBHy 3a
o0ecrieyeHre aHTUBUPYCHOM 3aIIuThl, coOnroieHne TpeboBaHUi HacTosme MHcTpykuuu npu
paboTe Ha MepCOHANbHBIX PabOYMX CTAHLHUSAX BO3JIAaraeTcs Ha MOJb30BaTeNed TaHHBIX CTaHLIUN
WY TIeJIarora, OTBEYAIOIIEro 3a paboTy KOMIBIOTEPHOI'O Ki1acca.

3.3. Ilepuonnueckuii KOHTPOJIb 32 COCTOSSHUEM AHTUBUPYCHOM 3alUTHI B YUPEKICHUU
OCYIIECTBIISIETCS pyKOBOAUTENEM U (pUKCHpyeTcs AKTOM IPOBepKH (He pexe 1 pa3 B kBapTan).



